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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
(HIPAA) STATUS REPORT

From:

Subject:

This report provides status on County compliance activities with HIPAA Transactions
and Code Sets (TCS) Rules following the October 16, 2003 compliance deadline and
efforts towards complying with HIPAA Security Rules by the compliance date of
April 20, 2005. The Auditor-Controller is responsible for monitoring and auditing
ongoing County department compliance with HIPAA Privacy Rule following its
compliance deadline of April 14, 2004 and is submitting a separate semi-annual status
report to your Board.

Summary

TCS Rules

County departments' progress towards achieving full TCS compliance is largely
unchanged since the last status report. Progress has been limited due to the State's
inabilty to test and implement many required HIPAA transactions or their less than fully
compliant implementations of some transactions.

The Department of Health SeNices (DHS) through its claims processing clearinghouse,
Accord is, is submitting HIPAA compliant Medi-Cal inpatient claims to the State using
revenue codes based upon agreements reached with the State governing TCS
processing. As previously reported, the State has indicated that they will not be
prepared to accept HIPAA compliant Medi-Cal outpatient claims until calendar year
2006. DHS is continuing efforts internally to expand the use of HIPPA compliant
transactions with other trading partners.
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The Department of Mental Health (DMH) is processing HIPAA-compliant Medi-Cal

claims files to the State. The problems with the file size and third party payers are
resolved and DMH is now current with both inpatient and outpatient claim submissions.

DMH is continuing to address Integrated System (IS) performance, reliability and
functionality issues. In response to your Board's November 30, 2004 order, DMH is
also submitting a monthly HIPAA-related Board report detailing their activities to
improve the performance and reliability of the IS and its use by their providers.

Further in this report, we provide information on key County TCS issues as well as
providing detailed information on issues affecting County department TCS compliance
by transaction.

Security Rule

Affected County departments - DHS, DMH, Probation Department's Kirby Center, and
Sheriff's Pharmacy Division - are continuing efforts to comply with the HIPPA Security
Rule by the April 20, 2005 compliance date. Total compliance wil not be accomplished
by that date and those items that remain to be completed will be addressed as they are
identified.

The security risk analysis, which includes administrative risk assessment,technical
security risk assessment, and physical security risk assessment, is making good
progress. The analysis has been completed for all of the identified department programs
except parts of DHS. The full analysis of the remaining DHS locations wil be completed
by the end of May 2005.

In parallel with the risk analysis, affected County departments are also conducting
required security awareness training, developing HIPAA Security policies and
procedures, updating Business Associate Agreements and interdepartmental
Memoranda of Understandings with other departments. Additionally, these affected
departments are taking actions to comply with other requirements specified by the
HIPAA Security Rule. Despite assurances by departments that these areas wil be
addressed by the April 20, 2005 deadline, due to the lack of substantive progress by the
departments over the last month, we feel that their ability to achieve full compliance in
many areas is doubtful, as reflected in Attachment B. Departments have developed
detailed plans delineating the tasks and completion dates for each to achieve
compliance and my office is monitoring progress against these plans to ensure
compliance.
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TCS Compliance Issues

Department of Health SeNices

. HIPAA Compliant Medi-Cal Outpatient Claims. Accord is, the DHS vendor
Clearinghouse, is submitting HIPAA compliant Medi-Cal inpatient claims to the State
using appropriate HIPAA compliant UB-92 revenue codes based on agreements
reached with the State. On December 2, 2004, the State indicated that they wil not
be converting the County's Medi-Cal outpatient claims to be HIPAA compliant during
calendar year 2005. However, the State would like to initiate discussions on this
issue during the summer of 2005 in order to convert the County's Medi-Cal

outpatient claims to a HIPAA compliant format sometime during calendar year 2006.

· HIPAA Compliant Encounter Records. Office of Managed Care (OMC) and DHS
hospitals continue to work with LACare to resolve the issues related to the
requirement for the submission of HIPAA compliant encounter records from the
hospitals. OMC has submitted the DHS data to LACare for review and processing.
LaCare identified front end HIPAA edit checks that will require additional
programming before the encounter records can be processed Accordis has
completed the programming work and has submitted another file to OMC on April 4,
2005.

. Inpatient Mental Health Services Claiming. Three of the four DHS hospitals

utilze the non-HIPAA compliant, legacy Mental Health Management Information
System (MHMIS) to submit mental health seNices claims for both Medi-Cal and
Short Doyle reimbursement. Harbor/UCLA Medical Center (HUCLA) is the pilot
hospital using the HIPPA compliant DMH IS at this time. HUCLA is experiencing
problems using the IS to submit completed claims to the State. A meeting was held
on March 7, 2005, with Sierra Systems Group (Sierra) and DMH to discuss the
issues. Agreement was reached to provide a consolidated and fully updated list of
inpatient iS issues before the next scheduled meeting on April 26, 2005. DMH and
Sierra will also be working with HUCLA to provide reports that wil assist them in
managing their claims in the iS. Sample reports are expected to be available by the
next meeting.

Department of Mental Health and Kirby Center

· HIPAA Compliant Medi-Cal Outpatient Claims. DMH has been producing HIPAA
compliant claims for outpatient seNices provided by directly operated clinics and
contracted providers. The backlog of claims awaiting submission has been
eliminated with the submission of the February 2005 claim files and DMH expects to
return to routine Medi-Cal outpatient claims processing with the March 2005 claims.
Also, the Department and Sierra Systems, Inc. (Sierra), the iS vendor, wil provide
technical assistance to contract providers who have a high number of denied claims
or have otherwise been unsuccessful in processing claims through the iS. Finally,
DMH will be providing advanced iS training for all providers to further assist them in
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resolving and resubmitting denied claims. Training sessions are scheduled to begin
April 13, 2005 and will continue through the end of May 2005.

DMH wil continue to submit claims for outpatient seNices provided by Fee-for-
SeNice (FFS) contractors through a legacy claiming system in a non-HIPAA
compliant format, until existing IS performance and functionality issues are resolved.
This work-around has reduced the delays in claim submissions and payments.

· HIPAA Compliant Medi-Cal Inpatient Claims. The backlog of inpatient claims
through February 2005 has been submitted to the State, but there have been an
unusually high number of claims denials because of duplicate records within the
claims files. Sierra is working to correct and resubmit the claims files. In addition,
DMH has been working with Harbor/UCLA Medical Center to identify and address
issues contributing to suspended and denied claims.

. HIPAA Compliant Medicare Claims. DMH and Sierra have submitted HIPAA-
compliant claims to Medicare, but with mixed success. Recent claims files have
been accepted and processed, only to lead to difficulties getting a remittance advice
(payment) file that DMH and Sierra can process. Sierra has not completed making
the modifications to the Medicare claims file to incorporate the claim identification
number, the seNice units, and some additional changes requested by DMH to
increase Medicare revenue. DMH and Sierra are expected to complete the
modifications and begin submitting the Medicare claims backlog by the end of May.

. Integrated System Improvements. DMH, Sierra, and the Internal SeNices
Department are working to implement recommendations from the Integrated IS
Improvement Plan. A key action identified in the report was the fundamental system
redesign to significantly streamline the claims submission process. Sierra has
submitted a change order for $648,000 to implement the changes by October 2005.
DMH and my office are reviewing the change order and further negotiations are
planned.

. Late Claims. On April 6, 2005, DMH and County Counsel met by conference call

with representatives from the State Department of Mental Health to discuss DMH's
request for payment for claims submitted after the six month filing deadline because
of HIPAA implementation issues. The call resulted in an agreement to develop a
joint document requesting dispensation that will be forwarded to the State

Department of Health SeNices.
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Security Rule Compliance Issues

· HIPPA Security Risk Analysis. As discussed above, the full security analysis is
scheduled to be completed by the of May 2005 - a month after the April 20th
compliance deadline. This completion date may be impacted by Olive View/UCLA
Medical Center's decision to postpone HIPAA activities until they have completed
their Joint Commission on Accreditation of Healthcare Organizations (JCAHO)

review that will be completed by April 21,2005, and requested assessment of Offce
of Managed Care (OM C), DHS' Knox-Keene licensed health plan.

To expedite compliance efforts, departments have been briefed on report findings
identifying high-risk issues and recommendations for improvement. In addition, full
draft reports were provided on April 11 20051 to each department identifying and
ranking risk areas and making recommendations to mitigate or reduce potential
vulnerabilities. Departments are reviewing these reports and wil be developing
plans to address report recommendations.

· Increased HIPAA Risk Analysis Scope. The amendment to Information
Technology Softare SeNices Master Agreement (ITSSMA) Work Order to enable

the complete assessment of Offce of Managed eare (OMe)1 and the DHS requested
additional technical assessments has been approved by ISD and is being evaluated
by the vendori Fox Systemi Inc.i which is expected to submit a price proposal next
week.

Should you have any questions, please call me at (213) 974-2008 or Jonathan Williams,
Chief Deputy, at (213) 974-2080.

JWF:GM:DH:ygd

Attachments

c: Department Heads
Chair, Information Systems Commission

P:\Draft\HIPAA\2005 BOS Status\BOSHIPAA statusreport_april2005.doc
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 has com
pleted custom

 program
m

ing m
odifications to its P

atient M
anagem

ent S
ystem

 (P
M

S
)

that w
il allow

 it to receive and process the inbound 820 transaction, but has reached a point w
here they can m

ake little
progress w

ithout m
ore inform

ation from
 the S

tate. O
M

C
 w

il convert the 820 transaction file received from
 H

F
P

 to a flat file
that w

il be sent to O
M

C
 F

inance, thus m
itigating any negative im

pact on O
M

C
 F

inance or C
ounty T

reasurer and T
ax

(H
C

) operations. In the interim
, D

H
S

 w
ill continue to process transactions in pre-H

IP
A

A
 form

at. N
o negative

on business processes or revenue flow
 is anticipated.

is ready to recieve a 270 and return a 271. T
rading partners have contacted, but to date no

an interest in using these transactions; and those that are interested do not yet m
eet the O

M
C

's m
inim

um
partner requirem

ents_ H
ence there has been no testing w

ith trading partners. N
o negative im

pact on business
flow

 has occurred.



O
rganization

T
ransactions

C
laim

 Status
Sum

m
aryC

are
S

ervice R
eview

C
om

pliance S
trategy

m
odified

to produce H
IP

A
A

(H
M

S
) m

odified
P

M
S

 to produce H
IP

A
A

B
enefit

H
ealth C

are C
laim

 In-house developm
ent of

(837) O
utbound transaction output

D
H

S H
ealth C

are C
laim

 Paper
C
a
l
i
f
o
r
n
i
a
 
C
h
i
l
d
r
e
n
'
s
 
(
8
3
7
)
 
I
n
b
o
u
n
d

Services
A

dvice

N
C

P:ID
raflsl\iIPA

A
12005 B

O
S StatuslC

O
D

V
 of B

O
S-H

IPA
A

-0405.xls

(E
D

S
) supplied via

C
ounty C

om
plete &

R
eady T

o T
est W

ith
T

rading Partner

L
os A

ngeles C
ounty

S
um

m
ary H

IP
A

A
 T

ransactions and C
ode S

ets S
tatus

A
ttachm

ent A

T
rading Partner

T
esting C

om
plete

T
ransaction in

Production U
se

C
om

m
ents

i
s
 
t
o
 
r
e
c
i
e
v
e
 
a
 
2
7
6
 
a
n
d
 
s
e
n
d
 
a
 
2
7
7
 
T
r
a
d
i
n
g
 
p
a
r
t
n
e
r
s
 
h
a
v
e
 
b
e
e
n
 
c
o
n
t
a
c
t
e
d
,
 
b
u
t
 
t
o
 
d
a
t
e
 
n
o
 
p
r
o
v
i
d
e
r
s
 
h
a
v
e

an interest in using these transactions; hence there has been no testing w
ith trading partners. N

o negative

r
e
a
d
y
 
t
o
 
r
e
c
i
e
v
e
 
a
n
d
 
s
e
n
d
 
a
 
2
7
8
.
 
h
a
v
e
 
b
e
e
n
 
c
o
n
t
a
c
t
e
d
,
 
b
u
t
 
t
o
 
d
a
t
e
 
n
o
 
p
r
o
v
i
d
e
r
s
 
h
a
v
e

an interest in using these transactions; hence there has been no testing w
ith trading partners. N

o negative im
pact on

";ontractor
) is

of N
C

PD
P

P
rocess is now

 routine.

change to existing process.

,pleted. P
rocess is now

to



O
rganization

D
M

H
D

epartm
ent of M

ental
H

ealth

L
E

G
E

N
D

:

T
ransactions

C
are C

laim

(837)

E
nrollm

ent and
D

isenrollm
ent

R
em

ittance A
dvice

(835) Inbound

R
em

ittance A
dvice

O
utbound

C
om

pliance Strategy

S
ystem

 -
of M

H
M

IS
 and

(E
D

S)

ntegrated System
 -

of M
H

M
IS

 and

(E
D

S)of M
H

M
IS

 and

S
ystem

 -
of M

H
M

IS
 and

(E
D

S)

Inquiry &
 ntegrated S

ystem
 -

of M
H

M
IS

 and
1
)
 
(
E
D
S
)

A
uthorization

H
ealth C

are C
laim

S
tatus S

um
m

ary
(276/277)

N
C

PD
P

S
ystem

 -
of M

H
M

IS
 and

(E
D

S)S
ystem

 -
T

ransactions

S
ystem

 -
of M

H
M

IS

Step com
plete

N
ot com

plete for reasons beyond the control of C
ounty

com
plete

P
:\D

raflsl:iIP
A

A
I2005 B

O
S

 S
lalus\C

opy of B
D

S
-H

IP
A

A
-0405,xls

C
ounty C

om
plete &

R
eady T

o T
est W

ith
T
r
a
d
i
n
g
 
P
a
r
t
n
e
r

Los A
ngeles C

ounty
S

um
m

ary H
IP

A
A

 T
ransactions and C

ode S
ets S

tatus

A
ttachm

ent A

T
r
a
d
i
n
g
 
P
a
r
t
n
e
r

T
esting C

om
plete

T
ransaction in

Production U
se

C
om

m
ents

T
he X

.12 837 transaction produced by Integrated S
ystem

 had to m
odified, on a tem

porary
basis, to accom

m
odate a non-com

pliant im
plem

entation of the 837 transaction at the S
tate w

ith regard to handling third-
party payers such as M

edicare. A
nother change, this tim

e perm
anent, had to be m

ade to accom
m

odate the S
tate's

abilty to handle D
M

H
's claim

 file size. N
o file size lim

itation w
as identifed in the S

tate C
om

panion G
uide to the 837

.ansaction_ T
hese tw

o changes requested by the S
tate held up S

eptem
ber D

ecem
ber 2004 claim

s until January 2005.

from
 last report. D

M
H

 began S
ystem

 (IS
) to the X

.12 834 H
IP

A
A

F
ee-for-S

ervice N
etw

ork P
roviders on N

ovem
ber 24, 2003. D

M
H

 began using the Integrated S
ystem

 (IS
) to

the X
.12 834 H

IP
A

A
 transaction w

ith S
hort-D

oyle providers on F
ebruary 9, 2004. S

tate and F
ederal com

pliance
I status is not relevant to ("r
T
h
e
 
S
t
a
t
e
 
r
e
c
e
n
t
l
y
 
A
d
v
i
c
e
 
f
i
e
 
t
o
 
i
n
c
l
u
d
e
 
t
h
e
 
a
m
o
u
n
t
 
a
n
d
 
S
i
e
r
r
a
 
i
s
 
n
o
w
 
t
e
s
t
i
n
g
 
n
e
w

file structure. H
ow

ever, the file is stil not fully com
pliant as it relates to third party paym

ents. T
he S

tate w
il continue to

t
h
e
 
l
e
g
a
c
y
 
E
X
p
'
-
"

c
h
a
n
g
e
 
f
r
o
m
 
I
t
.
s
t
 
p
a
y
s
 
f
o
r
 
s
o
m
e
 
s
e
r
v
i
c
e
s
 
d
i
r
e
c
t
l
y
 
t
o
 
t
h
e
 
p
r
o
v
i
d
e
r
 
a
n
d
 
f
o
r
 
t
h
o
s
e
 
s
e
r
v
i
c
e
s
 
o
n
 
,
 
a
r
e

producing H
IP

A
A

 com
pliant X

.12 835 rem
ittance advice transactions w

ithin the IS
. O

ne contract provider is
837 transactions via E

D
I and S

ierra returns the com
pliant 835 by E

D
I. F

F
S

 providers do not yet receive a H
IP

A
A

-
X

.12 835 for approved claim
s since their claim

s are stil sent to the S
tate in a non-com

pliant form
aL. T

hey
receive H

IP
A

A
 com

pliant 835's for denied claim
s w

ithin the IS
. W

hile this transaction is in production use, its status is
yellow

" because it is in lim
ited use w

ith a lim
ited num

ber of trading partners involved at this tim
e.

N
o change report_ D

M
H

 does not yet exhange a H
I A

N
SI X

.12 transaction w
ith the State

D
M

H
 does use the transaction internally and successfully. T

he S
tate is w

orking on an im
plem

entation of the 270/271 and
w

il transition to the com
pliant transaction in coordination w

ith the S
tate. T

he status w
il rem

ain "yellow
" unti the

change last report. T
he Integrated S

ystem
 processing X

.12 278 internally w
ith F

ee-for-
netw

ork providers on N
ovem

ber 24, 2003. S
tate M

edi-C
al w

ill not support com
pliant authorization transactions

year. D
M

H
 w

il continue to process transactions in a pre-H
IP

A
A

 form
at w

ith the S
tate in the m

eantim
e. N

o negative
im

pact on business processes or revenue flow
 is anticipated. W

hile this transaction is in production use, its status is

nge from
 report. D

M
H

 is presently 276 and 277 X
.12 transactions to Fee-for-Service

providers and S
hort-D

oyle contract providers w
ho are sending H

IP
A

A
 com

pliant claim
s via E

D
I, but it is not a transaction

It w
il 

likely becom
e m

ore im
portant to them

 as they begin to process m
ore H

IP
A

A
-com

pliant claim
s

c
h
a
n
g
e
 
f
r
o
m
 
l
a
s
t
 
r
e
p
o
r
t
.
 
T
h
e
 
t
r
a
n
s
a
c
t
i
o
n
 
b
e
c
a
m
e
 
a
v
a
i
l
a
b
l
e
 
f
o
r
 
p
r
o
d
u
c
t
i
o
n
 
u
s
e
 
o
n

2004. N
o pharm

acy providers are testing or using IS
 pharm

acy functionality in production. C
hanges to the P

harm
acy

iS
 D

eploym
ent P

lan have been identifed, but not form
ally docum

ented_ T
he docum

entation effort is on hold until m
ore

pressing iS
 issues are resolved. T

his is expected to have no negative im
pact on pharm

acy providers.



Initial S
ecurity

T
raining

C
om

m
ents

P
u
b
l
i
c
a
t
i
o
n
 
o
f

Security Policies,
Procedures and
Form

sC
om

m
ents

B
U
s
i
h
e
s
s
 
A
s
s
O
c
i
a
t
e

A
m

endm
ents

C
om

m
ents

I riterdepai1l'ental
M

O
U

sC
om

m
ents

1 T
he statistics referenced above indicate each departm

ent's status in com
pleting initial H

IP
A

A
 S

ecurity T
raining. T

he figures w
ere revised to reflect the fact that the H

IP
A

A
com

prehensive course from
 H

C
C

S
 constitutes initial security training.

2. T
he C

hief Inform
ation S

ecurity O
fficer (C

IS
O

) is coordinating the training efforts for the C
ounty betw

een the various departm
ental project m

anagers. E
ach departm

ent is
required to m

anage and track their w
orkforce's progress tow

ards com
pleting the assigned training. T

his includes ensuring that all personnel and volunteers are assigned
i
n
 
u
m
.

P
olicies R

equired 20 P
olicies R

equired:
P

olicies C
om

plete: 20 P
olicies C

om
plete 0

P
l
a
n
n
e
d
 
b
y
 
4
/
2
0
/
0
5
:
 
0
 
P
l
a
n
n
e
d
 
b
y
 
4
/
2
0
/
0
5
:
 
2
0

H
E

A
L

T
H

 IN
SU

R
A

N
C

E
 PO

R
T

A
B

IL
IT

Y
 A

N
D

 A
C

C
O

U
N

T
A

B
IL

IT
Y

 (H
IPA

A
)

nt of H
ealth

Services
T

otal to T
raine. 23510

ined to D
ate. 14,839

P
l
a
n
n
e
d
 
b
 
4
/
2
0
/
0
5
.
 
8
 
6
7
1

Security R
ule

C
om

 iance D
ate

D
e
p
a
r
t
m
e
n
t
 
o
f
 
M
e
n
t
a
l
 
H
e
a
l
t
h
 
P
r
o
b
a
t
i
o
n
 
-
 
K
i
r
b
y
 
C
e
n
t
e
r

S
heriff - P

harm
acy

2020o

T
otal to be T

rained: 49
T

rained to D
ate' 49

P
lanned 4/20/05:

T
otal to be T

rained
T

rained to D
ate:

P
l
a
n
n
e
d
 
4
1
2
0
/
0
5

3710
3,710o

T
otal to be T

rained.
T

rained to D
ate:

P
lanned b 4/20/05:

P
olicies R

equired 20
P

olicies com
plete: 0

P
l
a
n
n
e
d
 
b
y
 
4
/
2
0
/
0
5
:
 
2
0

Policies 
R
e
q
u
i
r
e
d
:
 
4

P
olicies com

plete: 0
P
l
a
n
n
e
d
 
b
y
 
4
/
2
0
/
0
5
:
 
4

T
otal C

ounty

T
otal to be T

rained. 27,289
T

rained to D
ate: 18,618

anned 4/20/05: 8671

P
olicies R

equired 64
P

olicies C
om

plete 20
P

lanned by 4/20/05: 44

1. T
he D

epartm
ent S

ecurity O
fficers are developing H

IP
A

A
 S

ecurity P
olicies and P

rocedures to com
ply w

ith H
IP

A
A

 security rules. T
hese policies and procedures m

ust
be adopted and distributed w

ithin the affected departm
ents, no later than A

pril 20, 2005.
2. T

he policies and procedures needed for D
H

S
 have been approved by D

r. G
arthw

aite. D
M

H
 w

il use a copy of D
H

S
 policies m

odified for their needs.
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.
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.
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e
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m
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R
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e
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.
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A
m
e
n
d
m
e
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t
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R
e
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u
i
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e
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3
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A
m
è
n
d
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S
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A
m
e
n
d
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t
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S
e
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0
 
A
m
e
n
d
m
e
n
t
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s
e
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A
m
e
n
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m
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t
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S
e
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m
e
n
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S
e
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l
a
n
n
e
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b
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4
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2
0
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0
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l
a
n
n
e
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4
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2
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2
5
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l
a
n
n
e
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4
/
2
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0
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1
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P
l
a
n
n
e
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4
/
2
0
/
0
5
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P
l
a
n
n
e
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4
/
2
0
/
0
5
:
 
2
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T
T

he B
oard delegated authority to D

epartm
ent to execute am

endm
ents to existing agreem

ents w
ith business associates. e am

endm
ent language has now

 been
a
n
d
 
c
o
v
e
r
e
d
 
e
n
t
i
t
i
e
s
 
i
n

o
f
 
s
 
R
e
q
u
i
r
e
d
.
 
5
 
N
o
.
 
o
f
 
M
O
U
s
 
R
e
q
u
i
r
e
d
:
 
5

N
o
.
 
o
f
 
M
O
U
s
 
E
x
e
c
u
t
e
d
:
 
0
 
N
o
.
 
o
f
 
M
O
U
s
 
E
x
e
c
u
t
e
d
:
 
0

P
l
a
n
n
e
d
 
b
 
4
/
2
0
/
0
5
'
 
5
 
n
e
d
 
4
/
2
0
/
0
5
:
 
5

N
o of M

O
U

s R
equired: 5

N
o. of M

O
U

s E
xecuted: 0

P
lan ed 4/20/05' 5

N
o. of M

O
U

s R
equired 5

N
o. of M

O
U

s E
xecuted. 0

P
l
a
n
n
e
d
 
b
y
 
4
/
2
0
/
0
5
.
 
5

N
o. of M

O
U

s R
equired: 20

N
o. of M

O
U

s E
xecuted: 0

P
lanned 4/20/05: 20

T
he B

oard approved the use of interdepartm
ental M

O
U

s to support the continued exchange of protected health inform
ation (P

H
I) betw

een the three H
IP

A
A

 covered
com

ponents and the five C
ounty departm

ents (C
A

O
, C

ounsel, A
uditor, T

reasurer and IS
D

) identified as providing services that require access to P
H

I. M
odifications m

ust be
m

ade to the M
O

U
s to su uirem

ents for E
P

H
I.

T
im

ely C
om

pletion in D
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T
im

ely C
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O

n S
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om
pletion
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